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P A R T - A ( 1 0 x 2 = 2 0 M a r k s ) 

(Answe r all Quest ions) 

Q.No Q u e s t i o n s M a r k s C O B L 

1 S u p p o s e " C " is the cipher text in Affine cipher then what is the plain 

text? A s s u m e Multiplicative K e y K i=5 and Addit ive key K2=7. 

2 1 2 

2 Determine the solution to the following l inear equation: 5x + 6 = 

24 mod 37. 

2 1 2 

3 What is A v a l a n c h e Effect in cryptography? 2 2 2 

4 Enumera te the advantages and d isadvantages of Elect ronic Code Book 

( E C B ) mode. 

2 2 2 

5 Sta te Eu le r ' s theorem. Using Eu le r ' s theorem, determine 12"^ mod 77 . 2 3 2 

6 F ind out if 3 is a Q R s in Z23* . So l ve the following quadrat ic equation: 

=3 mod 23 . 

2 3 2 

7 What is the number of padding bits required if the length of the original 

message ' is 2967 bits in W/hi.dpool? 

2 4 2 

8 In S H A 512 , the E , F, G buffers are p rocessed using conditional function 

and majority function. If E is 22h, F is 88h, and G is 55h,, what is the 

result of conditional funct ion? 

2 4 2 

9 What is digital certif icate and digital enve lop? Highlight its appl icat ions. 2 5 2 

10 What is S - M I M E ? Highlight its merits over P G P protocol. 2 5 2 

I 



P A R T - B ( 5 x 1 3 = 6 5 M a r k s ) 

Q.No Q u e s t i o n s M a r k s C O B L 

11 (a) 

(i) 

Encrypt the m e s s a g e "authentication" using Playfair cipher with the key 

"good" and transposit ion cipher with the key K=r3 2 4 1]. 

6 1 3 

(ii) Determine the multiplicative inverse of(x^+1) mod (x^ + + x + 1). 7 1 4 

O R 

11 (b) 

(i) 

Exp la in the following securi ty se rv i ces : Nonrepudiation, Authenticat ion 

and Availabil ity. 

6 1 3 

(ii) [3 2\ 
Encrypt the m e s s a g e " D I V I D E ' using the Hill cipher with the key 

S h o w the calculat ions for the corresponding decryption of the cipher text 

to recover the original plaintext. 

7 1 4 

1 2 ( a ) 

(i) 

With neat block diagram, explain the A E S key expans ion algorithm. 6 2 3 

(ii) Exp la in the key s t ream generat ion and encryption algorithm for R C 4 7 2 3 

O R 

1 2 ( b ) Illustrate and explain the following modes of operation: C B C , C F B and 

O F B . 

13 2 3 

1 3 ( a ) 

(i) 

Exp la in how Mil ler-Rabin algorithm is used to determine the primality. 

Prove that the given number 73 is prime using Mil ler-Rabin algorithm. 

6 3 4 

(ii) State and explain C h i n e s e Rema inder T h e o r e m ( C R T ) . Determine the 

value of X for the following set of congruence using the C R T : X = 4 mod 

13, X H 2 mod 17 and X = 7 mod 19. 

7 3 4 

O R 

1 3 ( b ) 

(i) 

Encrypt the plain text M = 20 with prime numbers p = 7 and q = 19 using 

R S A algorithm with public key e =25. A lso perform the decryption and 

determine the original plain text. 

5 3 4 

(ii) Encrypt the plain text M = 20 with prime numbers p = 7 and q = 19 using 

Rabin algorithm. A lso perform the decryption and determine the original 

plain text. 

8 3 

4/.. ^ 

4 

\ 



1 4 ( a ) With neat block diagram explain the compress ion function' and structure 

of each round in S H A 512. 

13 4 3 

O R 

1 4 ( b ) 

(i) 

Exp la in the key generat ion, signing and verification of Digital S ignature 

Standard ( D S S ) . 

8 4 3 

(ii) Exp la in the Diff ie-Hellman key exchange technique. U s e r s A and B use 

the Diff ie-Hellman key exchange technique with a common prime q= 37 

and a primitive root a = 5. If user A has private key Xa = 11 and use r B 

has private key Xb= 16, determine the A ' s public key Ya, B's public key 

Yb and shared secre t key. 

5 4 4 

1 5 ( a ) Exp la in the functions of S S L record and S S L Handshake protocols. 13 5 3 

O R 

1 5 ( b ) Exp la in the p rocess of the Authentication Header and Encapsu la t ing 

Secur i ty Pay load Protocols of IP Secur i ty . 

13 5 3 

P A R T - C ( 1 x 15=15Marks ) 

(Q.No. 16 is compulsory) 

Q.No Q u e s t i o n s M a r k s C O B L 

16. (i) Cons ider Advanced Encrypt ion Standard with G F ( 2 ^ ) and Determine 

the substitution byte va lue for given byte '94' . 

(ii) Encrypt the plain text M = 10 using E I G a m a l algorithm with the 

following parameters : Pr ime p = 17, primitive root e i=5, private key d=7 

and random number r=3. A lso perform the decryption and determine the 

original plain text. 
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